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USB4 Low Power Exit Issue

Overview: The Microsoft Windows® 11 Connection
Manager utilizes aggressive power management on USB4
links. Some Voyager M4x users testing with Windows 11 =
may experience issues consistently re-locking after low = mwam -
power exit. This issue affects the Voyager M4x in USB4 E EEmm—CTh, On device tafile
“Analyzer Mode” where one or both transceivers may '
occasionally fail to lock on incoming data. If one side fails
to lock, the trace will be full of IPS events. If both fail to
lock, no valid traffic will appear in the trace.

0x7B047B047B043B | 0x0F;

“IPS” or “garbage” packets from one or both sides may
indicate analyzer failed to lock after low power exit

After months of sustained effort to improve the lock

performance, the issue appears to be a limitation within the FPGA transceivers. In many cases, real
USB4 chipsets may lock before the analyzer can recover the clock resulting in IPS events or “garbage
traffic”. While efforts to improve this issue will continue at Teledyne LeCroy, the only consistent work-
around at this time is to disable low power entry on the system-under-test.

Workaround: Microsoft Windows 11 has recently added registry control for disabling entry to low

power states (CLx) on the USB4 logical link (beginning with rs_prerelease 25192.1000). Use the
following steps to disable CLx for Windows 11 environments.

1. Enroll in Windows Insider Dev Channel: https://insider.windows.com/en-us/for-developers-getting-started
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2. Install latest Dev Channel build (25192.1000 or later)

3. Enable test signing via Command Prompt (bcdedit /set testsigning on)
*NOTE: Test Signing must be enabled through an Administrator Account
BN Select Administrator: Command Prompt
rsion
tion.

Administra

e operation comp

C:\Users\Administrator:ll

4. Set the following registry key:
HKLM\ SYSTEM\ CurrentControlSet\Services\Usb4HostRouter\Parameters
Create DWORD “DisableCLxDomainWide”
Set to 1 to disable CLx. (Set to O or delete the key to disengage the test hook)

ﬁ Registry Editor
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM' CurrentControlSet\Services\Usb4HostRouter\Parameters

UEFI_77EBEBA38396D1D3 Ma
UevAgentDriver :
UevAgentService

Ufx01000

UfxChipidea

ufxsynopsys

UGatherer

UGTHRSVC
umbus_DO2EB83E15CADEDD
UmPass Mew > Key
UmRdpService

Type Data

REG_SZ (value not set)
#%|DmaRemapping... REG_DWORD 000000001 (1)
| ForceLogsInMin... REG_DWORD 000000001 (1)
| WppRecorder_U... REG_DWORD 0x 00000001 (1)

UnistoreSve String Value

Unistorebve_25b7fc Binary Value

upnphost DWORD (32-bit) Value
UrsChipidea QWORD (64-bit) Value
UrsCx01000
UrsSynopsys
USBE4 HI Expandable String Value

Multi-5tring Value

lehdMevicaR anter
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|
Engis: Editor
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\Services\ Usb4HostRouter\ Parameters

>:  UEFI_77ES8EBA383%6D1D3 Mame Type Data
= UevAgentDrw.er 2b] (Default) REG_SZ (value not set)
y =5 UevAgentSenvice 8% DmaRemappingCompatible  REG_DWORD 0x000D000T (1)
32?}1?2?{!&3 f;'_-%]ForceLogslnMiniDump REG_DWORD 00000001 (1)
: ufxsynopsys prRecorder_Use'I'lmeStamp REG_DWORD (00000007 (1)
): ~ UGatherer DisabIeCLxDomainWide REG_DWORD 000000000 (0)
5 =7 UGTHRSVC
_ umbus_D0O2EB33E15CE0EDD Edit DWORD (32-bit) Value %
~ UmPass
» _ UmRdpService Value name:
» B UnistoreSve DisableCLxDomainWide
» __ UnistoreSvec_25b7fc
s G2 upnphaost Walue data: Base
5 7 UrsChipidea 1 © Hexadecimal
> T UrsCx01000 O Decimal
~ UrsSynopsys | |
5 T USB4_HI =
> ° Usb4DeviceRouter
v _ Usb4HostRouter
! _ Parameters

5. Reboot to enact this change in settings.
6. After reboot, the trace captures should indicate that Windows Connection Manager is no longer issuing
CL-REQ low power entry commands. The link should consistently remain in CLO.

B Teledyne LeCroy USE Protocol Suite - USB4 / 3.2/ 2/ PD - BETA - [C eCroy Suite\data-2022_11_08_15_32_05-1.usb] - &

@ File Setup Record Generate Report Search View Window Help B
S P TT ereon m UL LG EE e mﬂ;"v‘ES._.?‘ §’= “"WE“@.“‘E
R Y- MR S-TRD e RS RIRRER BACE B B B B ERERER B @ E[renone | Eluseroeease | SR E
e SllrpC,dllN
o

Trace View
[ Packet | Right [ [ [Len ) FDF *TimeOftsetFromi-R | FregOftsetFs
2392039 “Right" x2 ||FEC e Fellowls | ) 0 |ox1|| 8228 a. 0.000 ns '0x00000000
Right | s2 [Len T SuppiD] ] HdrScale HdrFC DataScale DatarC |[EZSIE)
2392840 “Right x2 ||FEC Tusnaled 8| 8 0 |Ox3 Updadarc. P DxBEJB
[ Packet | Right | G3 m m,:am POF HerSeale HdrFC DataScale DataFC Duratior Disabled
Tunnel. Y| Updaterc_cpl
2392641 “Right 2 ||FEC e 0 |ox3 gl G| 00 [0x00 | Ox0 | 0x000 on:oz 2390nf ~
[ _Packet ] ﬁ M "'“P“'-‘ o ima Stamp
H 2392042 L.r 12 || FEG | R———— o ux 1 1.590 ns §.072 372 362
| Packet | Left m Nupm [SuppiD] = Rnumﬁ“ Duration
I 2392643 Left l 22 ||FEc| UnkManagems o |ox1
[ Packet ] Duration
Eﬂﬂ- ﬂ [FEC] or1Gassosaaaaens 0!300 cLz
Right La m HuplD ‘TimeOffsetFromHR S2
2392836 “Right x? FEC Tims Byna Falonllp o Ox1|| 8.226 sec|| 8.226 sec 0.000 ns
t— Duration Starmp cu
2392547 ﬂ Eaa o=1m9:939392939 [ 31%0ns | 397 344
G3 [SuppiD] = reqOffsetFromHR. 1

& D B2

Allreperts (Packet 0 To Pack: Type ¢ Left, LOLB Right, LO/LB Left L1 Right, L1 Total
@ pyr USB 2.0 Traffic sLos1 300 100 101 100 601
B-pycr Power Delivery / CCTra | |8 ¢ p 100 2 100 2 204
! 2
pyer USB4 Sideband Traffic s o 119 38 1% 4
& Ts2 o 53 115 9 301
PKT 0
‘b7 USB4 Upstream Ho | |2 CLLREQ 0 0 0 0
Bt US4 Downstream | | :ﬁ:‘é‘:{ g g g . g
“pr USB4 Tunneled PCle pac  [i= “-'-
y USB 2.0 Errors g CL2_ACK o o o o o
o PDErrors & CLOs ACK 0 0 0 0 0
L PD Warnings & CL_NACK ] 0 0 0 0
3 cL_OFF 0 0 0 0 0
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